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Cloud session maintenance to synchronise
HbbTV applications and home network devices
Mikel Zorrilla, Iñigo Tamayo, Angel Martin and Igor G. Olaizola

Abstract— Second screen services encourage TV audience to
enjoy new forms of interaction engaging users around TV
content as a main thread. This paper describes a standard-based
solution for second screen services synchronised with the
broadcast content. The user perceives an enhanced broadcast
experience enriched with multimedia, textual and social Internet
content through multiple devices. The presented end to end
solution delegates to a server the cloud session maintenance in
order to pair and synchronise HbbTV applications and HTML5based second screen ones overcoming existing heterogeneous
network interfaces barriers of current technological alternatives.
The server decides dynamically the behaviour of the different
applications regarding the user context, according to his
preferences, device features and number of simultaneous views.
It also manages the user interaction providing a full synchronised
experience thanks to an event-driven mechanism on top of
Websockets and AJAX. The paper analyses the performance of
the proposed system evaluating the user interaction latency, the
concurrency volume of the server and the interdependence,
concluding this solution as a suitable approach for broadcastrelated second screen services.
Index Terms— Multimedia systems and services, DTV and
broadband multimedia systems, Multimedia devices, Set-top box
and home networking, HbbTV, HTML5, smart devices,
broadcast interactivity.

I. INTRODUCTION

U

SER experience around television has changed a lot.
Second screen paradigm is increasing daily. Many
households are already multi-display, using their smartphone,
tablet or laptop for sharing with friends through social
networks and to interact directly with the programme reaching
metadata or additional content. The main tasks that users
perform on second screen services include discovery of related
contents, finding supplementary information, participation in
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live shows, shopping of promoted items, and social sharing,
faced by different stakeholder actors.
On the one hand, Smart TVs, which have become a
commercial
success
worldwide,
provide
OS-based
heterogeneous platforms to access applications and services
through markets or stores. We can find manufacturer created
vertical platforms as Samsung Smart TV or LG Smart TV, or
proprietary horizontal approaches as Google TV or Apple TV.
These OS-based applications are ready to reach Internet
services through the TV but they are not linked to the
mainstream, the broadcast content. Users have a discontinuous
experience with these platforms, using the device to watch
broadcast content or to access applications, ignoring profits of
multiple synchronised experiences to capture audience
interested in finding further information about TV shows they
are watching [1].
On the other hand, there are standard approaches involving
broadcasters to achieve a synchronised experience exploiting
metadata and additional content trough the TV, related to the
broadcast content. HbbTV [2] [3] is a pan-european
specification published by ETSI1 to allow broadcasters
application signalling and delivery through the carrousel,
rendering the application with a CE-HTML based browser in
the TV or set-top box bringing a new unexplored market.
Unfortunately, neither HbbTV v.1.1 nor v.1.5 specifications
deal with the migration of services to other home devices,
such as tablets and smartphones, to achieve a multi-screen
user experience synchronised with the broadcast content.
These features will hopefully be included in the future HbbTV
v.2.0 specification but a solution is needed to overcome this
limitation for current deployments.
In this paper we present an end to end solution to
synchronise HbbTV applications (both v.1.1 and v.1.5) with
mobile devices (e.g. Android or iOS devices) through standard
HTML5 applications, using cloud session maintenance in the
server side. Thereby the server keeps and manages session
variables to identify the different users and their devices, pair
them dynamically and adapt the service to the user context,
delivering the different target contents to the specific devices.
Section 2 presents the cloud session maintenance
architecture approach. Section 3 describes performed
validation experiments. Section 4 details the obtained results
for the most critical features in terms of low-latency
synchronisation regarding the concurrency of the server.
Finally, section 5 shows the conclusions.
1

Last version: ETSI TS 102 796 v1.2.1 in November 2012

mm13-106

2

Fig. 1. Scenario diagrams

II. CLOUD SESSION MAINTENANCE ARCHITECTURE
The different scenarios that compose the scope of the
solutions meet additional contents or information around the
broadcasted content empowered by means of an HbbTV
application on the TV and synchronised HTML5-based
applications on the second screen devices (see Fig. 1). The
first scenario involves the synchronous content sharing from
the both paired devices on a living room (TV and second
screen device), while the second scenario faces contents
sharing from any of the involved devices, to friends’ TV or
mobile through their also paired and synchronised applications
even if they are geographically distributed. These scenarios
enable the broadcasters to implement Customer Relationship
Management (CRM) services with the desire to improve their
services and retain their customers [4] [5].
For example, a user, who has already paired a tablet to his
Smart TV, is watching a football match on the TV set with his
family while he accesses additional contents through the
paired tablet application, such as other sport results. Suddenly,
a new scored goal of other match is played on the tablet and he
wants to share it with other households overlaying the goal
replay over the broadcast signal. He can perform this action on
the tablet and send it to the TV. The server receives from the
tablet the “send it to the TV” event and generates a command
for that TV’s application in order to show that video (the first
scenario). Besides, he shows this goal to a friend of him,
which is in another country watching the same match and
having the same synchronised experience through a
smartphone and a TV (the second scenario).
To address the goals specified in these scenarios our
approach defines an architecture based on three main modules
(see Fig. 2): 1) A Node.js2 web server to manage the cloud
session maintenance and the behaviour of the applications, 2)
HbbTV applications for the Smart TVs and 3) HTML-based
applications for the second screen devices (tablets,
smartphones, laptops, etc.).
Node.js is framework for developing high-performance
concurrent programs that do not rely on the mainstream
multithreading approach but use asynchronous I/O with an
event-driven programming model [6]. This enables the server
to create low coupling bi-directional communication channels
between client applications. It receives user interaction events
and generates reaction commands to push unleashed events on
other applications.
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Fig. 2. The different modules of the architecture

A. System Workflow
The service always starts with an HbbTV application
associated to a broadcast content. Each TV application is
linked to a unique session vector stored in the server which
contains contextual information: a) a unique session token, b)
information about already synchronised mobile devices and c)
user preferences information.
The TV application is not paired with any devices by
default, but the user will be able to pair different mobile
devices via a web browser. The TV application shows a QR
code which contains a URL to the server, including RESTbased information to identify that mobile device with the TV
(e.g. the unique session token).
From that moment on, the session vector will contain
information about the second screen paired with the TV and so
the TV application could change it behaviour to adapt to that
new context. For example, the HbbTV application shows a
menu with some options (one of them is to pair the TV
applications with a second screen device) while the user is
watching a live event broadcast content. Once a tablet is
paired, the TV menu disappears going back to full-screen
broadcast signal, meanwhile a secondary display menu is
available in the tablet enabling sharing actions of application
contents to the TV.
Additionally, the service could be configurable by the user,
defining his preferences of what kind of information wants to
see in each device, how long overlay it in the TV, etc. All this
information will be stored in the session vector to influence
the parameters of the commands that the server generates.
B. Server components
Going into detail, the server has different components to
deal with the requirements of the service (see Fig. 3). On the
one hand, it has an HTTP server for the delivery of the
HTML-based application to the end-clients; this includes the
HbbTV application to the Smart TV and the HTML5
applications to the second screen devices. On the other hand, it
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Fig. 4. Latency measure using a) Websockets and b) AJAX
Fig. 3. The components of the server and the session vector structure

has a Websocket module to establish a bi-directional
communication channel between the server and the enddevices. This channel is used to receive the user interaction
events by the server and to delivery reaction commands to the
other synchronised applications. Finally, the server has a cloud
session maintenance module which takes charge of:
maintaining and updating a session vector for each HbbTV
application; creating the commands and events depending on
the multi-device behaviour of the service; and managing the
Websocket module and communications.
Concerning latency and data traffic overhead Websockets
are the best and more efficient approach for the event
communication between the Web server and the clients.
Nevertheless, there are some technology restrictions to use
them. HbbTV v.1.1 does not have support for Websockets but
it is already included in version v.1.5. Regarding the web
browsers of the mobile devices, Websockets are included in
the roadmap of all of them, but implementations are still
missing in some cases. While iOS Safari and Blackberry
browser support Websockets, latest versions of Android
Browser and Opera Mini do not3. The system gets over this
limitation using polling mechanisms in the client with AJAX
to detect remote activity in the server.
End client HTML-based applications, both TV and second
screen device applications, are built over conditional aspects
with different behaviour according to: a) presence of second
screen devices paired with the TV, b) personal configuration
of the user preferences and c) capabilities of the devices in
terms of Websockets support, screen size, etc.
C. Main advantages
The architecture proposed in this paper brings some
significant advantages from other solutions to pair second
screen devices to the TV. Most of them are based on local
network communication protocols such as UPnP or DLNA.
They require configuring the same Internet access point for the
household devices. The cloud session maintenance solution
pushes to the server the device pairing management. This way
it allows the communication between devices connected to
Internet no matter how. For example, the user can pair a TV
connected to the broadband home Internet connection with a
smartphone connected via 3G to Internet. This feature enables
multi-user experiences, with the synchronisation and
interaction among two people which are not physically
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together. Finally, it does not require local communication
capabilities to the HbbTV devices (UPnP, DLNA, etc.).
D. Risks
Nevertheless this scenario has some risks that should be
considered, mainly in terms of latency, concurrency and
security. Local network based pairing solutions offer low
latency characteristics and secure protocols are not mandatory
because devices need to be connected to the Home Network
(same Internet access point). But cloud-based solutions must
keep latency performance in order to grant an appropriate
quality of experience to the user even under stress conditions
of the platform with massive users performing concurrent
requests to the system [7] [8]. Regarding security, this aspect
is not afforded in this paper because it can be faced by any
solution on top of the proposed architecture [9]. For example,
[10] presents the challenges of building web-based ubiquitous
applications over the Webinos4 platform and facing the
privacy and security aspects. By contrast, this paper shows a
detailed latency and concurrency analysis of the Node.js-based
server for cloud session maintenance services to synchronise
HbbTV applications and home network devices as a second
screen.
III. VALIDATION EXPERIMENTS
In order to measure the latency of the architecture proposed
in this paper, two HTML-based applications have been run in
a laptop, connected through a local network to the Node.js
server. One of the applications acts as the first client, sending
the timestamp of the system as a message to the server. The
other application is the second client, waiting for a message
from the server with the timestamp of the first client to
measure the round trip time. This means the second client
compares the system timestamp in the moment it received the
message and the timestamp received in the message (both
applications are in the same laptop so there are not clock
synchronising problems). This result is the latency parameter
since a user sends an event from one device, until the other
device gets awareness, e.g. there are two households in front
of a TV, one of them watching interesting additional
information related to the content in the TV. Pressing a “Show
in the TV” button he just pushes that information to the TV so
users can watch it overlaid into the broadcast content.
The values depicted below have been obtained for two
scenarios: using Websockets and using AJAX, for those
4
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Fig. 5. Architectural diagram for the validation experiments

devices which do not support Websockets in their web
browsers.
In the first case, the HTML-based applications open a bidirectional communication channel with the server through
Websockets. This way, the first client sends the timestamp to
the server, and the server forwards it in a best effort way to the
second client (see Fig.4a). WebSockets are optimised to
reduce communication cost over the Web to a minimum, with
a header of only 2 byte compared to the 8 Kbyte header limit
for most HTTP messages [11] [12].
In the other scenario, the first client opens an AJAX
communication to send the timestamp to the server and the
second application is recurrently asking through AJAX for a
new event to the server. For the experiments, in order to
ensure smooth usability with a high Quality of Experience
(QoE) we have defined a 100 ms polling interval in the second
client to ask for changes in the server. This has a direct impact
in latency, adding an extra delay which has to be considered in
terms of low-latency needs, and the network load (see Fig.4b)
[13].
In order to obtain results closer to a public service
deployment, benchmarking tools have been employed to
simulate massive concurrent requests. This way we assess how
its volume affects to the server in terms of latency (see Fig.5).
We want to establish how many simultaneous users can be
managed by the server keeping a minimum value of latency to
provide a suitable QoE to the user.
For the simulation of multiple simultaneous AJAX
connections we used JMeter5. Apache JMeterTM is open source
software designed to test the functional behaviour and
measure performance of web applications.
Due to unavailability of a benchmarking tool, we have
developed a test environment to simulate multiple and
simultaneous connection for Websocket technology on top of
Socket.IO-benchmark6 and Socket.IO7 framework, hence we
build and adapt them to be used with the Node.js-based server.
Moreover, the same experiments have been done using a
server harnessing a variable number of CPU cores to profile
the weight of the processing capabilities of the server on the
performance. The Node.js-based server has been executed
over an x86 64 bit PC with four CPU cores of 2.4 GHz where
the OS is Debian 6.0 64bits.
Section 4 shows the obtained values of the latency
regarding the number of concurrent connections to the server
5
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Fig. 6. Latency of the system with a low number of concurrent connections
using Websockets

and the performance of the server in terms of hardware
resources. Moreover, the behaviour of the different
communication protocols for these parameters has been
analysed.
IV. RESULTS
This section details the obtained latency results using the
test suite and environment described previously. Using
Websockets in a local network, the proposed architecture
achieves a latency score of 1,97 ms since the user presses a
button on one device, until he notices the reaction of the
service in the other device. These tests have been done using a
single CPU core on the server and a four-core CPU. If we
analyse the performance for a variable number of users, a
single user using two devices obtain the same latency results
mentioned before. For a low number of concurrent
connections with the server the latency values are from 1,9 to
4 ms. In this cases, the OS multi-core management of the
server increases slightly the latency (see Fig 6.).
Testing how the latency behaves when increasing the
number of devices simultaneously sending events to the
server, the CPU of the server is the bottleneck. While there is
a stable zone with an appropriate latency threshold with a
server of one and four cores, increasing the number of
concurrent connections both react different. Once the CPU is
overloaded, the latency increases exponentially. Fig 7. shows
how the stable zone still continuous for a four core server for
3000 simultaneous connections while the one core server is
drastically overloaded.
Same tests have been performed with AJAX asynchronous
connections between the clients and the server for those clients
which do not implement Websockets. As seen in Fig. 4 the
client architecture to notice activity in the server needs
recurring connections from the second client to the server. The
tests have been done with a 100 ms slot from one connection
to the other so it adds 50 ms of latency of average since all the
latency values have been calculated with the average of 100
measures.
For better latency values we could reduce the 100 ms slot
but a trade-off is needed between the latency and the overhead
of the network and server in terms of applications design. Fig.
8 shows the latency using AJAX for a low number of
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Fig. 7. Latency of the system with a high number of concurrent connections
using Websockets

simultaneous connections to the server with a one-core and a
four-core server.
The minimum latency value obtained is 54,47 ms, which
matches 4,47 ms to the system architecture since 50 ms are
added in the client applications design. Comparing
Websockets and AJAX, there is an increase of 226% using
AJAX, because it needs to open the communication channel
each time. Using Websockets the applications open the socket
session at the beginning and then just send the messages. But
even with AJAX, the system latency is very suitable for a
wide range of applications under these conditions.
Using AJAX has a higher impact in the server CPU so it
accepts less simultaneous connections inside the stable zone
latency. Fig. 9 shows the latency for a number of AJAX
connections from 2 to 1300.
V. CONCLUSIONS
This paper introduces a cloud session maintenance
architecture to synchronise HTML-based connected TV
applications (HbbTV) and home network devices such as
smartphone or tablets via their web browsers and provide
concurrent second screen services.
Instead of turning on local network communication
protocols to pair the second screen devices with the TV set,
we define a server-based architecture that pushes to the cloud
all the pairing responsibilities. It removes local area network
constraints for the home multimedia devices such as using
local network communication protocols (UPnP, DLNA, etc.)
and share the same access point for household devices, and
extends user synchronised experiences to Internet connected
applications.
Moreover, different communication protocols have been
analysed to send interaction events between the different
clients and the server. On the one hand, we employ
Websockets
as
the
most
efficient
bi-directional
communication channel. But for some devices, such as
HbbTV v.1.1 equipment, some smartphones and tablets that
do not support Websockets, an alternative architecture is
proposed on top of AJAX.
The validation experiments have been described to test the
proposed architecture in terms of latency and to parameterise

Fig. 8. Latency of the system with a low number of concurrent connections
using AJAX

the server performance for a high volume of users accessing
concurrently. All the experiments have been carried out over a
Node.js server with a variable number of CPU cores and
connecting all the devices through a local network.
The results of the validation experiments conclude that the
latency of the proposed architecture is suitable for most of the
second screen services that can be envisaged over this
solution. Websockets provide a much better latency mainly
related to the provided bi-directional communication channel
capability enabling the server to send events asynchronously
to the clients. Nevertheless, an AJAX-based solution could be
also adequate for a wide range of less demanding second
screen applications.
Incrementing the number of simultaneous connections that
are exchanging information with the server, there is a stable
zone where the latency value remains quality threshold. This
shows that the server architecture is ready to perform a multidevice ecosystem of many users interacting with synchronised
contents concurrently. Nevertheless, there is an inflexion point
where more users accessing simultaneously affect drastically
to latency. This point is closely related to two main factors: 1)
the communication protocol used between the clients and the
server, being Websockets the most efficient solution dealing
with a higher number of simultaneous connections without a
negative impact on the latency and 2) the available CPU cores
on the Node.js-based server. Using a single core CPU server
the inflexion point rises with a limited number of concurrent
connections while with four cores the number of connections
accepted on the stable zone increase. These results
demonstrate that the architecture is suitable for a high number
of users using simultaneously the service. So, in order to
manage adequately to a volume of concurrent requests for the
latency stable zone, the server just must dimension CPU
available hardware.
To conclude this paper provides a suitable end to end
solution based on a cloud session maintenance architecture
that allows synchronised second screen services with
Connected TVs and mobile devices (smartphones and tablets).
This architecture performs a solution over already
commercialised devices such as HbbTV compatible
Connected TVs (v. 1.1 or v.1.5) and Android, iOS, Windows,
Blackberry, etc. smartphones and tablets with a standard
mobile web browser.
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Fig. 9. Latency of the system with a high number of concurrent connections
using AJAX
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